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THE MULBERRY BUSH MONTESSORI NURSERY LTD

USE OF MOBILE PHONES, WEARABLE DEVICES
AND ALL RECORDABLE EQUIPMENT 

ACCEPTABLE USE POLICY
Cheryl Knight: Designated Safeguarding Lead Practitioner (DSL) -  Principal
Leander Trunks: Designated Safeguarding Practitioner  (DSP) - Deputy Manager
Jo Walton: Designated Safeguarding Practitioner  (DSP) - Deputy Manager / Senco
Date of last review: 19/12/2023

This policy will be reviewed every 12 months but we will regularly monitor and evaluate our online safety and mobile phone approach, reflecting on any concerns and updating our policy and practice as required.
Links with other policies: Child Protection and Safeguarding Children – Staff Code of Practice – Online safety

Rationale: At the Mulberry Bush we recognise that mobile technology is part of the ever changing, digital world we live and work in. We aim to encourage safe, responsible and appropriate use of technology. We are very aware of the possible dangers of the misuse of technology and this policy looks at the risks with regards to mobile phones, wearable and recordable devices in an early year setting. 
Policy statement 
Mobile phones and wearable technology devices can be a distraction for staff whilst working with the children and pose a significant risk. We acknowledge that mobile phones are often the only means of contact available and can be helpful in supporting safeguarding arrangements in the setting, including when on outings. In our setting, when mobile phones need to be used this will be within a clear framework, so that everyone understands their responsibilities in ensuring mobile phones, tablets, cameras and wearable devices are used safely and in keeping with our professional safeguarding responsibilities and expectations.

We understand that most people who take photographs or record videos of children, do so for acceptable reasons. However, due to cases of abuse to childrenthrough taking and distributing images we must ensure that we have safeguards in place to protect the children within our care. 
Aims: This policy aims to give clear expectations of acceptable use. To encourage responsible and appropriate use of technology within the setting, with clear guidance for staff, students and volunteers, parents and children at the setting, to ensure children’s safety and privacy is protected and online safety is preserved at all times.
· Promote safe and responsible use of technology devices

· Set clear guidelines on acceptable use of devises

· Support policies relating to Child Protection and the Safeguarding of children

· Address challenges posed such as: Risks to children, Data Protection and Privacy breaches and potential

· This policy relates to our Safeguarding Children and Child Protection policy, alongside our Online safety Policy and Procedures, whistleblowing policy and staff code of conduct.
Staff: Who is responsible: On-line safety is recognised as part of our settings safeguarding responsibility. The nursery Designated Safeguarding Lead Practitioner(s) have accessed training to ensure clear understanding of the unique risks associated with online safety for young children and is competent in ensuring all staff understand their responsibility with required to keep children safe. The nursery DSL takes responsibility for the appropriate use of mobile technology within the setting including the use of mobile phones and wearable technology devices and ensuring all staff are familiar with and comply with the nursery policies and procedures surrounding acceptable use, Child Protection and online safety. and will take appropriate action by addressing any concerns raised. (Also See Child Protection and online safety- Acceptable use policy). It is the DSL’s responsibility to ensure all staff, students and volunteers, parents and carers are aware of this this policy and that it is carried out effectively. All staff, students and volunteers are responsible for enforcing this policy.
Staff model safe practice when using technology with the children and are fully aware of their personal responsibility with regards to online safety and know how to follow the procedures for reporting any concerns to the setting DSL immediately, which will be recorded and actioned. The setting DSL will make decisions about how and when to escalate a concern. If the setting DSL has concerns about a child’s safety or welfare, they will notify the appropriate safeguarding agency with statutory responsibility without delay. All staff understand they may escalate their concerns via a direct referral to the local safeguarding hub if they feel their concerns have not been recognised or actioned appropriately in line with our Child protection policy. 
Procedures:

· We will ensure that staff personal mobiles and cameras are not permitted in the children’s rooms whilst they are present. They will be stored securely in the office, switched off or on silent whilst staff are on duty. They may be accessed only during breaks away from the children’s areas. 
· Staff are not permitted to receive or make calls, texts or emails during contact time in the children’s rooms. 
·  Staff are aware they can only be contacted in an emergency during working hours via the nursery landline.
·  Outings: The nursery Principal will be responsible for the nursery mobile phone. She will take a list of the children’s emergency contact details and the nursery mobile telephone on outings and local trips for use in an emergency. 
·  Any pictures taken on the nursery mobile phone during outings will be transferred to the child’s digital learning journey as soon as possible and deleted from the mobile phone. Where possible we will take the nursery tablet (ipad) on outings to take pictures of the children.
·  Wearable technology such as smart watches and Fitbits are permitted to be worn by permanent staff with the consent of the Principal, but are only to be used as a watch when working in the children’s areas during working hours. All other functions must be disabled during contact time in the children’s areas. Staff must not wear technological devices that have an inbuilt camera function. 

· Staff are required to inform the DSL they are wearing a smart watch / fitbit and its capabilities will be checked and expectations of acceptable use discussed before consent is given.
· Staff, students, volunteers, visitors and other professionals, must not use personal laptops or tablets with cameras or recordable functions in the children’s rooms when the children are present or these must be disabled.
· Staff, students and volunteers must not contact parents of children at the setting via their personal mobile phones or share their mobile number with parents of children at the setting. All communication with parents/carers should be professional and take place via official setting communication channels such as; work emails / telephone to protect both staff and parents.
· Only setting devices will be used within the children’s area of the setting and this is operated within a clear framework, so that everyone understands their personal responsibilities in ensuring all technological devices such as mobile phones, cameras, tablets, lap tops, computers and wearable devices are used appropriately and safely. Staff must never use their mobile phones or wearable device to take photographs or videos of the children or allow themselves to be photographed by the children without express consent and supervision of the Principal.
· Staff, students and volunteers are made aware of this policy and the rules surrounding the safe use of mobile phones and wearable technological devices and must adhere to this policy when on site and children are present.

Misuse: 
It is every body’s responsibility to enforce this policy, therefore any misuse of devices should be reported to the setting Safeguarding Designated Lead person (DSL) in line with our Child Protection and Whistle Blowing policies and procedures. 

Any member of staff found to misuse a mobile phone or wearable device will be subject to disciplinary action. Any student, volunteer will be reprimanded and may be asked to leave the premises. Any incident of misuse will be recorded and actioned. The Principal/SDL will carry out an investigation into the nature of the misuse and may feel it is necessary to refer the member of staff, student or volunteer to the relevant safeguarding agency.

Parents, Carers and visitors: We ask parents, carers and visitors to the setting not to use their mobile phones, cameras or wearable technological devises within the setting grounds (inside or out) without express permission and supervision from the principal. They must not take photographs, video or audio recordings in our setting or of any children attending the setting without prior consent of the nursery manager (DSL) and consent is given this must be supervised by senior staff.
We ask that parents do not allow children to bring mobile phones or wear technological devises to nursery.
Parents, visitors and contractors are made aware of this policy and the rules surrounding the safe use of mobile phones and wearable technological devices and must adhere to this policy when on site and children are present. Anyone not willing to adhere to this policy will be asked to leave the premises immediately.
Our Designated Safeguarding lead person (DSL) is responsible for co-ordinating staff awareness of the nursery Child Protection and Safeguarding policy and procedures and all supporting policies such as: online safety, appropriate use of mobile phones and wearable technological devices, Whistle Blowing policy and Staff code of conduct. This begins with vetting and safe recruitment practices, a robust induction process from the outset, clear expectations and guidance on responsible, appropriate and acceptable use alongside relevant staff training, mentoring and supervision. 
The nursery Principal / DSL (Cheryl Knight) is overall responsible for overseeing the safety of and the safe use of all ICT technological equipment used in the setting. She is supported by the Deputy Managers and DSP’s (Leander Trunks and Jo Walton) who are responsible for ensuring all ICT equipment used for taking photographs, recording videos of the children within the nursery are safe, secure and fit for purpose. The setting DSL is also responsible for taking swift and immediate action if there are any concerns about the children’s safety and wellbeing.
Staff use the nursery tablets to record the children’s progress and attainment and to take photographs and video images which are uploaded to the child’s tapestry account or printed for display purposes within the setting. 
· Staff use nursery lap top computers and tablets to record the children’s progress and attainment and to take photographs and record video of the children. They are stored securely when not in use in line with Data protection requirements. (see online safety policy).
·  All nursery devices are screen locked and password protected.
·  All nursery devices are stored securely when not in use
·  Only permanent staff have access to the nursery devices 
·  All devices will monitored and search results checked regularly by the DSL
·  All tablet devices used by the children have restricted access to the internet / WiFi. Children will always be supervised by a responsible adult when they have access to the internet.
·  Access to the nursery network and IT infrastructure is secure through passwords and screen locks. 

·  Access and use of the nursery lap tops and tablets is limited to permanent staff.

This policy supports the setting: Child Protection and Safeguarding Children policy, online safety and acceptable use policy, staff code of conduct and Whistle blowing policy.
Further information, support and advice can be found: 

EYFS DFE 2024, Working Together 2023 
Keeping Children safe in education 203 
Whistleblowing-helpline:(https://www.nspcc.org.uk/what-you-can-do/report-abuse/dedicated-helplines/whistleblowing-advice-line/)
Online safety guidance for practitioners 
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